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Adding/Changing MFA Sign-in Option
This document will demonstrate how to add a secondary MFA option. It will also

demonstrate how to remove the Microsoft Authenticator from your account if you get a
new phone.

Secondary Sign-in Option
1. From your browser, navigate to https://myvc.victoriacollege.edu
# New Incognito Tab ® +

& 5 https)//myvc.victoriacollege.edu

2. Sign in with your Pirate Portal username
(username@student.victoriacollege.edu), then click “Next”

k\’ ICTORIA COLLEGE

Sign in

IUSEI'ﬂan"E I

Can't access your account?

3. Enter your Pirate Portal password, then click “Sign In”

Ehwc'romm COLLEGE

< -@student.victoriacollege.edu

Enter password

Password

Forgot my password

[ |
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4. Enter the 2-digit number that is displayed on your screen into the Microsoft

Authenticator app to approve the sign-in request
_@student.victoriacolIege.edu

Approve sign in request

g Open your Authenticator app and approve the request.
Enter the number if prompted.

17

Didn't receive a sign-in request? Swipe down to refresh the
content in your app.

I can't use my Microsoft Authenticator app right now

More information

5. You may be asked if you want to stay signed in. Click either “Yes” or “No”. If not,
continue to the next step

YC\J ICTORIA COLLEGE
-®student.victoriacollege.edu
Stay signed in?

Do this to reduce the number of times you are asked to sign
in.

D Don't show this again

6. You are now on the Pirate Portal home page. Click the circle with your initials in
the upper right corner. Then click “View account”

@ 2 ()

victoriacollege.edu Sign out

{ - | I o studentvictoriac...

e My Microsoft 365 profile

Sign in with a different account

T O WD
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7. On the “Security Info” tab, click on “Update Info”

Security info

5y

Keep your verification methods and security
info up to date.

UPDATE INFO >

8. To add a second sign-in method, click “Add sign-in method”

~+ Add sign-in method

E| Password

ﬁ Microsoft Authenticator
= Push multi-factor authentication (MFA)

9. To add your phone number to receive a text with a code, click “Phone”

Q) Phone
Get a call or text to sign in with a code

10. Enter your phone number, without dashes, then click “Next”
Phone X

You can prove who you are by answering a call on your phone or
receiving a code on your phone.

What phone number would you like to use?

Country code Phone number

‘ United States (+1) ~ ‘ I Enter phone number I

Choose how to verify
@ Receive a code

O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel
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11. A text message with a code will be sent to the phone number you entered in step
10. Enter that code here, then click “Next”

Phone X

We just sent a 6 digit code to_ Enter the code below.

Back I I

12.0nce you see the “Verification complete” screen, click “Done”

Phone x

° Verification complete. Your phone has been registered.

13.You will now see your phone number under the listed sign-in methods. You have
now successfully set up a secondary sign-in method for your account

~+ Add sign-in method

{\1_, Phone
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Changing MFA Sign in Option
This portion of the document will require that you still have your old phone with the
authenticator app still on it. If you don’t have it, please call the Help Desk at 361-582-

2509
1.

From your browser, navigate to https://myvc.victoriacollege.edu
% New Incognito Tab b4 +

& 5y https)//myvc.victoriacollege.edu

2. Sign in with your Pirate Portal username
(username@student.victoriacollege.edu), and click “Next”

&Lwcroum COLLEGE

Sign in

IUSEI'ﬂan"E I

Can't access your account?

3. Enter your Pirate Portal password, then click “Sign in”

kwcmnm COLLEGE

€ -@student.victoriacollege.edu

Enter password

Forgot my password

[ |
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4. Enter the 2-digit code shown on your screen into the Microsoft Authenticator app
on your old phone
_@student.victoriacolIege.edu
Approve sign in request

g Open your Authenticator app and approve the request.
Enter the number if prompted.

17

Didn't receive a sign-in request? Swipe down to refresh the
content in your app.

I can't use my Microsoft Authenticator app right now

More information

5. You may be asked if you want to stay signed in. Click either “Yes” or “No”. If not,
skip to the next step

YC\J ICTORIA COLLEGE
-®student.victoriacollege.edu
Stay signed in?

Do this to reduce the number of times you are asked to sign
in.

D Don't show this again

6. You are now in the Pirate Portal. Click the circle in the upper right corner with
your initials. Then click “View account”

@ 2 ()

victoriacollege.edu Sign out

{ - | I o studentvictoriac...

e My Microsoft 365 profile

Sign in with a different account

T O WD
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7. Click “Update Info” under the “Security info” tab

Security info

5y

Keep your verification methods and security
info up to date.

UPDATE INFO >

8. You'll need to change the default sign-in method before deleting the Microsoft
Authenticator option linked to your old phone. Click “Change”

You're using the most advisable sign-in method where it applies.
Sign-in method when most advisable is unavailable: Microsoft Authenticator - notificati

-+ Add sign-in method

9. Make sure the drop-down menu is set to your phone number option, either for
text or call. Then click “Confirm”
Note: If you don’t see another option for texting or calling, please follow
the steps in the section at the beginning of this document titled
“Secondary Sign-in Option”

Change default method X

Which method would you like to use to sign in?

Phone - text NS

i - |

10.0nce you have the default sign-in option changed, click “Delete” next to Microsoft
Authenticator for your old phone

=) Microsoft Authenticator . .
Push multi-factor authentication (MFA) iPhone 12 Pro Max
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11.Click “Ok”
Delete authenticator app

Are you sure you would like to delete this method for your account?

12.0nce it’s deleted, click “Add sign-in method”

~+ Add sign-in method

'@3 Phone

13.Select “Microsoft Authenticator”

Add a sign-in method X

Passkey in Microsoft Authenticator
Sign in with your face, fingerprint, PIN

Security key
Sign in using a USB, Bluetooth, or NFC device

e Microsoft Authenticator
- Approve sign-in requests or use one-timflcodes
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14.Install the Microsoft Authenticator on your new phone. Then click “Next” on this
page

Install Microsoft X
Authenticator

Install the app on your mobile device, then come
back here to continue.

GETITON ‘ Dawnload on the
B Google Play App Store
Set up a different authentication app

15.0pen the app, then allow notifications if prompted. Then select “Add account”,
then select “Work or school”

Set up your account in app X

If prompted, allow notifications. Then add an
account, and select Work or school.
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16.Select “Scan QR Code”. Then scan the QR code that is shown on your screen.
Then click “Next”
Note: If you are on a mobile device, you’re going to click the link that says
“Pair your account to the app by clicking this link”. It will take you to the
app to activate your account. Once done, go back to the browser and click
“‘Next”

Scan the QR code X

Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next.

Can't scan the QR code?

17.You will then be given a 2-digit code to enter into the Authenticator app on your
new phone. If your phone has a password, PIN, or face ID, you’ll need to use it to
finalize the process. Once done, the screen will refresh on its own to the next

page

Let's try it out X

62

Enter the number shown in the app to approve the
sign-in request.

Back
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18.You'll then get the “Authenticator Added” screen. Click “Done”

@ Authenticator Added

You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

This is now your default sign-in method.

Done

19.You will now see the Microsoft Authenticator as a sign in method. Make sure to
set that as the default sign in method as shown in step 8-9

@ Microsoft Authenticator

e iPhone 12 Pro Max Delete
Push multi-factor authentication (MFA)
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